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Setup

Department Information

First, you’ll need to get the department’s IdP’s Metadata and Entity ID. If they give you the
Metadata URL, then the Entity ID URL can be found within the Metadata XML file itself. See the
example below of a Metadata XML file.

Creating Certificates

You'll want to open the PowerShell script in PowerShell ISE (not PowerShell ISE x86). Before
running anything, be aware of the two green “play” buttons; the first button will execute all of
the script no matter what you have highlighted, while the second with the “play” button in
front of a piece of paper will run only what you have highlighted. You will want to use the
second button during the next steps.

g Administrator: Windows PowerShell 15E
File Edit View Tools Debug Add-ons Help
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Next, find/replace ‘DepartmentName’ with a name with no spaces that you’d want the
certificate to be named. You’ll see that there’s password in there too that you’ll want to
update.

| Untitled1.ps1 | sso-certificate-create-scriptps1* X

#-- RUN FIRST TO CREATE CERTIFICATE IN CERTIFICATE STORE

Stodaydt = Get-Date

$20years = 3todaydt.Addyears(20)

New-SelfSignedCertificate *DV\SNE.I’VIE*NDtA‘FtEF $£20years -CertStorelLocation Cert:‘LocalMachine\My

#-- RUN SECOND TO CREATE PRIVATE KEY AND EXPORT CERTIFICATE TO PFX FILE
#-- BE SURE TO EDIT THE CERTIFICATE THUMEPR E [ L LA LL L L AL L L L L L Lt L <<<< LOOK HERE FOR IMPORTANT CHANGE TO APPLY TO TEXT!!
"|-Force -AsPlainText

B3Z3BI0BEDBASACISFE337CEED339C25 -FilePath fPasswor"d $CertPwd
13  #-- RUN THIRD TO EXPORT CERTIFICATE PUBLIC KEY FILE

14 #-- BE SURE TO EDIT THE CERTIFICATE THUMBPRINT BELOW <<<<<<cxg<dgagctatgddtdccigcitcdces<c<<<< LOOK HER QR _IMPORTAN
15 Export-Certificate -Cert Cert:‘\LocalMachine\my\7A218AB5832383BBBDBABAC35F6337CEED339C25 ~FilePath|c:\DepartmentName. cer

CHANGE TO APPLY TO TEXT!!

Then, highlight the first selection and click the second “play” button to run the selection. This
should create a certificate and give you a Thumbprint.

File Edit View Tools Debug Add-ons Help

N& B & SN p[Em| = |8 Bool & FE.

| Untitled1.ps1 | sso-certificate-create-script.ps1* X
1 #-- RUN FIRST TO CREATE CERTIFICATE IN CERTIFICATE STORE

2 ftodaydt = Get-Date

3 $20years = %todaydt.AddYears(20)

4 New-SelfSignedCertificate -DnsName DepartmentMame -MotAfter £20vears -CertStorelocation Cert:'LocalMachineiMy
5

[

7 #-- RUN SECOND TO CREATE PRIVATE KEY AND EXPORT CERTIFICATE TO PFX FILE

8 #-- BE SURE TO EDIT THE CERTIFICATE THUMBPRINT BELOW et aad ot ofededl o of ol ol o oo ol o oo o o L S et ottotoDod0. LOOK HERE FOF
9  SCertPwd = ConvertTo-SecureString -5tring "Saml4DepartmentMame!"” -Force -AsPlainText

10  Export-PfxCertificate -Cert Cert:‘\LocalMachine\My'\7AZ218AB5832383BEBDBABAC35F6337CEED339C25 -FilePath c:'\Depar
11

12

13 #-- RUN THIRD TO EXPORT CERTIFICATE PUBLIC KEY FILE

14 #-- BE SURE TO EDIT THE CERTIFICATE THUMBPRINT BELOW w<<<cccoddaddddsdddddadcad<<< LOOK HERE FOF
15 Export-Certificate -Cert Cert:‘\LocalMachine'\my"7AZ18AB5832383EBBDBARBACISFG3I37CEED339C25 -FilePath c:'\Departme

P5 C:\WINDOWSYsystem32> #-- RUN FIRST TO CREATE CERTIFICATE IN CERTIFICATE STORE

$todaydt = Get-Date

$20years = $todaydt.AddYears(20)

New-SelfSignedCertificate -DnsName DepartmentName -NotAfter %$20years -CertStorelocation Cert ocalMachine\My

PsParentPath: Microsoft.PowerShell.Security\Certificate: :LocalMachine\My

Thumbprint

D94C5CDA1 296A6CCE1177CE43056F765C9011146 CN=DepartmentName

P5 C:'\WINDOWS'system32>
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Afterward, take the Thumbprint that prints out below and replace the Thumbprints in the text
with that.

| Untitled1.ps1 | sso-certificate-create-scriptps1* X

1

[F=l - R = R R S E )

11
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14
15

#-- RUN FIRST TO CREATE CERTIFICATE IN CERTIFICATE STORE

$todaydt = Get-Date

$20years = ftodaydt.AddYears(20)

New-5elf5ignedCertificate -DnsName DepartmentMame -MNotAfter $20vears -CertStorelLocation Cert:‘\LocalMachi

#-- RUN SECOND TO CREATE PRIVATE KEY AND EXPORT CERTIFICATE TO PFX FILE

#-- BE SURE TO EDIT THE CERTIFICATE THUMBPRINT O L0 o o oo o o o o o o e e oo, OO HEF
fCertPwd = ConvertTo-Secure -Force -AsPlainText
Export-PfxCertificate -Cert DepartmentMame. pfx -Password fCertPwd

Cert:\Loca]Mach1ne1My\ -FilePath c:
=| D84C5CDAN296A6CCE1177CE43056FTE5...

#-- RUN THIRD TO EXPORT CERTIFICATE PUBLIC KEY FILE
#-- BE SURE TO EDIT THE [
Export-Certificate -Cer

oo LOOK HEF
g?AEISABS8323BBBBBDBASACESFGES?CEED339C25|—Fi]ePath c:YDeg

Cert:“LocalMachine'm

. Untitled1.ps1 | sso-certificate-create-scriptps1* X

1

[
[=Ja¥= = R RS WU N
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12
13
14
15

#-- RUN FIRST TO CREATE CERTIFICATE IM CERTIFICATE STORE

Stodaydt = Get-Date

£20years = $todaydt.AddYears(20)

New-5e1fSignedCertificate -DnsName DepartmentMame -NotAfter %20vears -CertStorelLocation Cert:'LocalMachi

#-- RUM SECOND TO CREATE PRIVATE KEY AND EXPORT CERTIFICATE TO PFX FILE

#-- BE SURE TO EDIT THE CERTIFICATE THUMBPRINT BELOW ot ageg g amio o o o s o oo o o o o o oot LOOK HEF
SCertPwd = ConvertTo-Secur me!" —Farce —A<PlajnText
Export-PfxCertificate -Cert| Cert: \Loca1Mach1ne My DO4CS5CDAL 2 96AGCCEBL1T77CE43056F7 65C9011146| FilePath c:

#-- RUN THIRD TO EXPORT CERTIFICATE PUBLIC KEY FILE
#-- BE SURE TO EDIT THE | e LOOK HEF
Export-Certificate -Cert Cert:"-.\Lc:ca'lr\f'ach'ine"-._my"-._D‘34CSCDAIZQGAECCBll??CH3056F?ESC901114E|—F'|'1ePath c:Deg

Then run the second selection, then the third selection. This will create two certificates in the C
drive of the workstation. The PFX file will be used in the ARMS setup, and the CER file can be
given to the department’s IdP Administrator.

Windows 11/22/2021 5:13 PM File folder
:B cenfig.ini 3/10/2027 415 PM Configuration sett.. 1KB
dell.sdr 2/27/2019 9:29 PM SDR File 20KE
E. DepartmentMame.pfx 2/10/2021 4:34 PM Persenal Informati... IKB

5] DepartmentMame.cer 271072021 4:34 PM Security Certificate 1KE
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Data Entry

External Authentication Applications

In the Setup Menu or Settings of whichever ARMS Module you’re setting up, you’ll find this
section. Here is where you’ll take the information you received from the department and that
you created and add it as an External Authentication Application in ARMS.

NOTE: The Module Path is case-sensitive.

ADD NEW SAML EXTERNAL APPLICATION

NAME *

This can just be a name for this connection: SAML SSQ

MODULE PATH *

This needs to be unique for the department: DepartmentSSO

IDP ENTITYID *

This can be found in the Metadata

METADATA LOCATION *

This is the Metadata URL the department sent

USERID CLAIM TYPE

[ This is not required, and my not be needed

CHOOSE A CERTIFICATE FILE:
Choose File | DepartmentSSO.pfx

CERTIFICATE PASSWORD *

ACTIVE
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Finalizing

SSO URL

The SSO URL will be one of the following, based on where you’re setting this up:

ARMS: The department’s ARMS URL then “/IdentityService/[Module Path]”
o Ex: https://rw.arms.app/ldentityService/DepartmentSSO
- Parking Test: The Parking Test website then “/IdentityService/[Module Path]”
o Ex: https://parkingtest.arms.app/ldentityService/DepartmentSSO
- Parking Prod: The Parking Prod website then “/IdentityService/[Module Path]”
o Ex: https://parking.arms.app/IldentityService/DepartmentSSO
- Courtyard Test: The Courtyard Test website then “/IdentityService/[Module Path]”
o Ex: https://armstestcourtyard.arms.app/ldentityService/DepartmentSSO
- Courtyard Prod: The Courtyard Prod website then “/IdentityService/[Module Path]”
o Ex: https://courtyard.arms.app/ldentityService/DepartmentSSO
- Bike Test: The Bike Test website then “/IdentityService/[Module Path]”
o Ex: https://biketest.arms.app/IdentityService/DepartmentSSO
- Bike Prod: The Bike Prod website then “/IdentityService/[Module Path]”
o Ex: https://bike.arms.app/ldentityService/DepartmentSSO

Testing

Before sending the SSO URL to a customer, be sure to test it by going to the URL and it should
download an XML file.

NOTE: The Module Path part of the URL is case-sensitive.
You can also test if this works by:

- ARMS: Going to their homepage and clicking the SSO button
- All Other Sites: Enter a user’s email address to the login page

Either of these methods should take you to the department’s SSO login page.

Once finished testing, you can send the SSO URL to the department’s IT.


https://rw.arms.app/IdentityService/DepartmentSSO
https://parkingtest.arms.app/IdentityService/DepartmentSSO
https://parking.arms.app/IdentityService/DepartmentSSO
https://armstestcourtyard.arms.app/IdentityService/DepartmentSSO
https://courtyard.arms.app/IdentityService/DepartmentSSO
https://biketest.arms.app/IdentityService/DepartmentSSO
https://bike.arms.app/IdentityService/DepartmentSSO

