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Setup 

Department Information 
First, you’ll need to get the department’s IdP’s Metadata and Entity ID. If they give you the 

Metadata URL, then the Entity ID URL can be found within the Metadata XML file itself. See the 

example below of a Metadata XML file. 

 

Creating Certificates 
You’ll want to open the PowerShell script in PowerShell ISE (not PowerShell ISE x86). Before 

running anything, be aware of the two green “play” buttons; the first button will execute all of 

the script no matter what you have highlighted, while the second with the “play” button in 

front of a piece of paper will run only what you have highlighted. You will want to use the 

second button during the next steps. 

 

  



   
Next, find/replace ‘DepartmentName’ with a name with no spaces that you’d want the 

certificate to be named. You’ll see that there’s password in there too that you’ll want to 

update. 

 

Then, highlight the first selection and click the second “play” button to run the selection. This 

should create a certificate and give you a Thumbprint.  

 

  



   
Afterward, take the Thumbprint that prints out below and replace the Thumbprints in the text 

with that. 

 

 

 

Then run the second selection, then the third selection. This will create two certificates in the C 

drive of the workstation. The PFX file will be used in the ARMS setup, and the CER file can be 

given to the department’s IdP Administrator. 

 



   

Data Entry 

External Authentication Applications 
In the Setup Menu or Settings of whichever ARMS Module you’re setting up, you’ll find this 

section. Here is where you’ll take the information you received from the department and that 

you created and add it as an External Authentication Application in ARMS. 

NOTE: The Module Path is case-sensitive.  

 

  



   

Finalizing 

SSO URL 
The SSO URL will be one of the following, based on where you’re setting this up: 

- ARMS: The department’s ARMS URL then “/IdentityService/[Module Path]” 

o Ex: https://rw.arms.app/IdentityService/DepartmentSSO 

- Parking Test: The Parking Test website then “/IdentityService/[Module Path]” 

o Ex: https://parkingtest.arms.app/IdentityService/DepartmentSSO  

- Parking Prod: The Parking Prod website then “/IdentityService/[Module Path]” 

o Ex: https://parking.arms.app/IdentityService/DepartmentSSO  

- Courtyard Test: The Courtyard Test website then “/IdentityService/[Module Path]” 

o Ex: https://armstestcourtyard.arms.app/IdentityService/DepartmentSSO  

- Courtyard Prod: The Courtyard Prod website then “/IdentityService/[Module Path]” 

o Ex: https://courtyard.arms.app/IdentityService/DepartmentSSO  

- Bike Test: The Bike Test website then “/IdentityService/[Module Path]” 

o Ex: https://biketest.arms.app/IdentityService/DepartmentSSO  

- Bike Prod: The Bike Prod website then “/IdentityService/[Module Path]” 

o Ex: https://bike.arms.app/IdentityService/DepartmentSSO  

Testing 
Before sending the SSO URL to a customer, be sure to test it by going to the URL and it should 

download an XML file.  

NOTE: The Module Path part of the URL is case-sensitive. 

You can also test if this works by: 

- ARMS: Going to their homepage and clicking the SSO button 

- All Other Sites: Enter a user’s email address to the login page 

Either of these methods should take you to the department’s SSO login page. 

Once finished testing, you can send the SSO URL to the department’s IT. 

https://rw.arms.app/IdentityService/DepartmentSSO
https://parkingtest.arms.app/IdentityService/DepartmentSSO
https://parking.arms.app/IdentityService/DepartmentSSO
https://armstestcourtyard.arms.app/IdentityService/DepartmentSSO
https://courtyard.arms.app/IdentityService/DepartmentSSO
https://biketest.arms.app/IdentityService/DepartmentSSO
https://bike.arms.app/IdentityService/DepartmentSSO

