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ARMS Secure FTP Access

The following instructions are intended for use when uploading MS SQL Server data/backup files from
an agency’s ARMS Enterprise CAD/RMS/Parking/Mobile solution, or when uploading data file segments
from an agency’s legacy ARMS Classic CAD/RMS application.

An agency administrator may zip/compress (using WinZip) each individual file needing to be uploaded to
the ARMS Secure FTP site, and post those files to an FTP directory created solely for the agency by ARMS
Support. We recommend using the FileZilla FTP client. It is free software, and is very easy to use.

Download and install FileZilla FTP client for Windows from:
http://filezilla-project.org/download.php?type=client

Install instructions, if needed, can be found at the below link:
http://wiki.filezilla-project.org/Client Installation

You can download WinZip (to zip/compress with encryption) from here:
http://www.winzip.com/downwz.htm

For installation troubles with WinZip, review the following site:
http://kb.winzip.com/kb/5/

The overall security of this process is as follows:
SSH File Transfer encrypts the entire session, even the FTP login credentials entered by the user.
The user will zip each file individually, using encryption applied by WinZip.

First steps of uploading data require you to zip/compress each file to be uploading. Using the installed
WinZip application, this can be accomplished with additional encryption. We recommend you
zip/compress each individual file (data segment) using AES 256-bit encryption.
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After each file has been compressed, use the newly installed FTP client to upload the files.
Open the FileZilla FTP client application, and click on FILE >> SITE MANAGER:
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Copy current connection to Site Manager...

Click on the NEW SITE button and name the new site “ARMS” and configure as shown below:
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Account:

Click the CONNECT button to gain access to your FTP folder for uploading files.



Clicking on the CONNECT button results in the appearance of the following window (first time
connections). This window is creating a secure, paired key relationship between your workstation and
our FTP server. Please check the box, and click the OK button to continue.

Unknown host key i

The server's host key is unknawn. You have no guarantee that the server is the
computer you think it is.

Details

Host: sftp.arms.com: 22

Fingerprint: ssh-dss 1024 94:54:19:95: 72:d0:e 1: 30:dd: 4c:a 3ieb: 47: 79 121 56

Trust this host and carry an connecting?
Always trust this host, add this key to the cache

Ok ] [ Cancel

SSH File Transfer Protocol encrypts the entire session, even the username/password authentication
process.

When you see “Directory Listing Successful” then you will know you’ve successfully logged into FTP acct:
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Host: | Username:
Status: Connected to sftp.arms. com
Status: Retrieving directory listing...
Command: pwd
Fesponse: Current directory is: "f"
Command: s
Status: Listing directory /

Status: Directory listing successful
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On the left panel, you will see files your local computer running the FTP client. On the right panel, you
will find all files (if there are any files) that are currently posted/have been uploaded to your FTP
directory on the ARMS site. You can upload files by drag/drop left to right panel on the window. At the
bottom, you will notice a display of 1) Queued Files (uploading, or to be uploaded), 2) Failed Transfers,
and 3) Successful Transfers. These displays help you better managed files that were indeed uploaded or
not. A benefit of using an FTP client such as FileZilla is the ability to resume upload at the point a file
ceased to upload (when uploading using web browser access, this is generally not the case).

eemmanu: pru
Response: Current directory is: "f"

[m

Status: Directory listing successful -
Local site: | ! P = | Remote site: | / P -
= Desktop i

i F| My Documents
W Computer
L C:(09)
e |
-Lﬂ Z: (W\e2edc.ele.local\HomeFolder\jdowns)
Filename' Filesize Filetype Last modified FiIEna:ne Filesize Filetype Last medified Permissions Qv

& o] Local Disk
Ehy CD Drive
LR T Vededcedel... Disconnected ... Empty directory listing

< | I + l

3 directories Empty directory.

Server/Local file Direction Remote file Size Priority  Status
Queued files | Faied transfers Successful transfers 3
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Browse to the local directory of files you wish to upload to the FTP site, and move them across from the
left to right panels to trigger the uploading operations of the FTP client. You can also trigger the upload
of a file by right-clicking the file, and selecting the UPLOAD option.

Filename Filesize Filetype
4 Accident Add Vehicle.png Ad 6RT__PMG Image
" Accident Ternplates.png m Irmage

After successful upload, you’ll see your posted files listed under the right-side panel.
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Filename B Filesize Filetype Last medified
4 July_10_2009_bkupl zip 313,014,808 Compresse., 7/10/2009
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